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Abstract: Vehicular ad hoc network is an important part of intelligent transportation, and the security
and privacy of vehicular ad hoc network are two challenging issues which concerned by academia and in-
dustry. Especially in the decentralized trend of computing resources and storage resources moving to the
edge, distributed authentication clusters begin to replace a single authentication center, but the stability of
authentication service clusters is seldom considered in the existing authentication schemes. This paper pro-
poses a conditional privacy protection authentication scheme based on key agreement for vehicular ad hoc
networks. This scheme uses the tree to realize the key generation and update in the key agreement protocol,
and ensures the information synchronization between each service node in the authentication service cluster.
At the same time, anonymous authentication technology and distributed authentication cluster are com-

bined to ensure the privacy and security of the authentication process among vehicles, authentication ser-
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vice clusters and trusted authorities. This scheme not only protects the security and privacy in vehicular ad

hoc networks, but also maintains the robustness of authentication clusters.

Keywords: VANETSs; tree; key agreement; conditional privacy-preserve
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